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1. Introduction

11 Scope

In today’s societies, communication networks and access to the
Internet is considered to be a critical part of infrastructure, which has
to be available all the time and must be resilient to malicious attacks.

Recent events, such as the US government’s National Security Agency
collecting data from communication networks on any person, and
security incidents such as password theft from cloud storage, have
increased scrutiny on the security of communication networks and
how they protect the privacy of individuals. The EU" asserts that,

“For cyberspace to remain open and free, the same norms, principles
and values that the EU upholds offline, should also apply online.
Fundamental rights, democracy and the rule of law need to be
protected in cyberspace.”

With the advent of the ETSI Network Function Virtualization (NFV)
industry specification group, it became very obvious that in the
future, many network functions and network elements will be
implemented as cloud based solutions. This multiplies the intrinsic
security risks of IP based communication networks with the new
security risks of cloud infrastructures.

This means that in future we expect that operators will take any
necessary step to avoid security breaches and also install techniques
to measure the state of security and to indicate this to their
customers to allay their concerns.

1.2 Outline

In this document we first describe the main drivers behind the
increased need for improved security measures. Based on that, we
describe a concept for an end-to-end automated security resilience,
update and transparency system, which helps operators comply with
forthcoming security regulations, threats and increased customer
expectations. Then we describe how the specific security risks, which
arise from employing cloud infrastructure technologies and, especially,
from Software Defined Networking (SDN) technologies, can be dealt
with and minimized.

Last but not least, we briefly outline how future security can become a
built-in feature of an orchestrated network.

Finally, Nokia Networks’ abilities to build and deliver secure networks
will also be highlighted.
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2. Security threat landscape in a
cloud environment

21 Economic impact

The footprint of cyber-crime has grown from endemic to pandemic
proportions and its impact has expanded from enterprises

(e.g. financial institutions) to include consumers, industrial systems,
critical infrastructure and governments. There are almost daily
reports of breaches, with some well publicized ones due to their
widespread impact, the breach target, brazenness of attack or
sophistication. Cyber attacks have disrupted governments?, industrial
controls?, Internet Certification Authority* and security vendors?,
placing networks under constant threat®. What is clear is that

these attacks have an enormous impact economically, financially,
psychologically, on brand name and reputation, business relationships,
and employee morale.

Consumers continue to be targets of identity theft and fraudulent
financial transactions. In short, cyber-crimes affect everyone in this
connected universe.

From an economic perspective, concerns about cyber security could
delay the adoption of emerging technologies and have a negative
economic impact. One estimate is that these technologies could
create between US $9.6 trillion - $21.6 trillion, while security concerns
could reduce this figure by US $3T worldwide’.

2.2 Regulations

Regulators are exercising their right of governance on Mobile
Broadband (MBB) networks, since it is a key critical infrastructure.

The EU has proposed a cyber-security strategy outlining its vision in
the domain and clarifies roles, responsibilities and defines actions
required to protect citizens’ rights®.

In the US, cyber security is seen as a serious economic and national
security threat and the US President has established a Cyber
Security Office within the National Security Staff with a cyber-
security coordinator®.

In Asia, some governments have established national cyber security
policies™. Regulators are also specifying minimal requirements of
compliance that are verifiable before a network element can be used
in the mobile broadband network of any carrier. To safeguard the
privacy of their citizens, some governments are proposing legislation
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requiring their citizens’ data be stored within the boundaries of their
country and governed by their privacy laws™.

The collective implication is that networks (MBB and wired) will need to
meet minimum security requirements, operators will need to monitor
and report compliance to these requirements, proactively assess the
potential business impact of a breach and report breaches of the
networks and business systems that process user-identifiable data.

2.3 Perpetrator profile

Hacker profiles and motivations have changed. Initially, the challenge
of hacking systems and being recognized for it was the prime
motivator. The hacker also had to be well versed in the technology to
find its flaws and was therefore a “techno geek” by definition.

This has changed with the advent of other actors playing the role

of the hacker and the availability of pre-packaged tools that allows
anyone to become a hacker. The recent crop of perpetrators includes
governments, “Hacktivists,” and organized crime and extortionists.

What distinguishes these actors is that they all use sophisticated
tools, automated exploit-kits and cloud-based software services that
rival the systems in use by their targets. The modern-day hacker
need not be technically savvy, they can rent all the services they need
to infiltrate a target’s computer network invisibly and can remain
undetected for months or years.

The attacks are also becoming sophisticated, with advanced
polymorphic bots evading detection and appearing as “norma
traffic. These bots change appearance as often as possible to avoid
detection. Many bots communicate with their “command and control
(C&C) centers” using standard protocols like HTTP, ICMP, SSL and
proprietary protocols, with inbuilt encryption.

|H

With the low technical barriers to entry, availability of sophisticated
and multi-pronged attack tools, ability to “hide in plain sight,”
worldwide Internet connectivity, use of cloud-computing and the
changing profile of the hacker, the constantly evolving landscape of
cyber threats is significantly more daunting and challenging than
ever before.
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2.4 Network architecture evolution

The mobile communication infrastructure trailed wireline
infrastructure by a few decades and initially only supported voice
services. These voice networks were built on customized and purpose-
built hardware and software. The technical knowledge required to hack
the network was contained within a very small community, and there
were no motivating factors that encouraged hacking.

The network technology has changed from time-division multiplexing
to an all-IP network supporting data services. This has resulted

in mobile broadband all-IP networks becoming vulnerable at a
component level and at the boundaries to the same classes/types of
threats that plague any enterprise server on the Internet.

The network element and associated functionality has been vendor-
specific with very limited “touch points,” thereby limiting its exposure
to externally induced security events. With the continuing evolution
from the discrete configuration to virtualization and the Telco Cloud,
and the need for open architectures, the number of “touch points”
and degree of security exposure increases dramatically if the different
virtualized functions must be able to float freely in the Telco cloud.
This exposure is limited in private-cloud realizations but not when
public clouds are used.

The introduction of SDN also introduces security challenges. With the
separation of the control and forwarding plane, ensuring the security
of the north and south bound APIs and authentication of control is
imperative. Since an SDN enabled forwarding plane gives full control
over the routes taken by the different flows, in theory, this improved
control may contribute to an ability to secure the network. However,
in complex networks with a lot of dynamic traffic flows, it would be
challenging to exhaustively specify all the legal flows in a way that

no rogue, malicious traffic flow finds its way through the network.
Collectively the evolution of the network to an all-IP, Telco Cloud and
SDN, do contribute additional security challenges.

The evolution of macro-base stations to heterogeneous Access
Networks with macro, outdoor pico, indoor micro, Femto cells and
access via untrusted networks (e.g. Wi-Fi), increases the exposure
to attack.
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3. Making clouds resilient to
cyber attack

31 Cloud security challenges

As already illustrated, for cloud-based all-IP telecommunication
networks, the exposure to attack has increased significantly.

While these networks are still exposed to traditional attacks, new
virtualization and cloud-specific threats additionally arise.
Techniques and solutions are available to provide a comparable grade
of security in telco cloud environments as that of physical networks,
while making use of the benefits inherent in cloud deployments.
Although challenging on one hand, cloud properties offer flexibility,
mobility, scalability and automation and can also help to improve
network security.

Compared to physical networks, the inherent differences of cloud-
based telco networks are:

« Significantly increased temporal and local flexibility

 Logical separation by means of a hypervisor instead of
physical separation

* Introduction of a new virtual networking layer in the hypervisor.

3.2 Security zones and traffic
separation in cloud-based
telco networks

Without any measures, virtualized telco applications would be
arbitrarily placed by the Virtual Infrastructure Management of the
cloud, leading, for example, to a constellation with a highly sensitive
application like the Home Subscriber Server (HSS, user database) and
a Web server on the same hypervisor. While this doesn’t pose any
problem if the hypervisor’s logical separation is working, it may lead
to severe security implications once an attacker from the Internet
(accessing the web server) succeeds in compromising the hypervisor
by exploiting a software vulnerability. In this case, the logical
separation is broken and the attacker may gain access to the
sensitive contents of the HSS database.
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This threat can be mitigated by structuring the virtualized telco
network into security zones (also called “clusters” or “groups”).
Security zones ensure that only applications with comparable
functional criticality and, therefore, similar security requirements,
are placed on the same hypervisor. A good example would be the
protection of virtualized network management systems deployed in
their own dedicated security zone thus being logically and physically
separated from other telco cloud applications. In order to achieve
this in a highly automated way, the network function orchestrator

in conjunction with the virtual network function manager - both
defined by ETSINFV ISG [12] - will be instrumented to set up the
security zones within the virtualized infrastructure and deploy

the application software accordingly. Ideally, the definition of the
security zones should be agreed upon between the operator and the
Network Equipment Provider (NEP) as the definitions are influenced
by the operator security profile and policies and those of the NEP.
While the ‘security zone’ concept doesn’t diminish the probability of
attacks, it however significantly reduces their impact in the event of
a breach. Compliance with the security zones is also required when
an application is launched, moved, or when the security profile of the
application changes.

Traffic separation should complement the principles of security
zones. This means, similar to the nature of security zones, traffic with
comparable functionality and security requirements - e.g. signaling,
control, data - is assigned to different virtual LANs connecting the
different telco applications, thus avoiding mutual influences and
avoiding the danger that unauthorized access to one type of traffic
allows access to the complete traffic.

The security zone concept, as well as the traffic separation technique,
is already in use for physical network elements. These must be carried
over to a cloud-based network implementation, where there are
several different functional components that have to support the
set-up of such security zones and traffic separation.

3.3 Securing the cloud traffic

Due to the mobility of telco Virtual Machines (VMs), it is difficult
to predict the path taken by the inter-VM traffic through a cloud
infrastructure and to which threats it may be exposed. Mutual
authentication and integrity protection must be stringently
applied to guarantee that only authorized VMs talk to each other
(prevention of spoofing attacks) and that integrity violation can be
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detected. Depending on a threat and risk analysis, encryption must
also be considered. Encryption ensures that even in the event of
eavesdropping, the attackers get no access to the contents of

the communication.

The same principles apply even more for the protection of telco cloud
management traffic, be it traffic from legacy management systems
outside the cloud or traffic from virtualized management systems
inside the cloud. Network management systems are the brain of the
virtualized telco network and if attackers succeed in compromising
the management traffic, nearly all kinds of attacks against availability,
integrity, confidentiality and privacy are possible. For network

management, traffic encryption must be considered as a requirement.

34 Virtual security appliances

As already mentioned, virtualization and cloud computing introduce

a new virtual networking layer. The virtual networking layer describes
the traffic between VMs on the same host hardware that is routed in
the hypervisor by a virtual switch and the traffic between different
host hardware units that is connected by rack-internal communication
resources. Here telco applications were interconnected in the past
with physically separated systems and by physical network devices like
switches or routers, potentially with physical security instances like
firewalls or IDS/IPS systems between them. In contrast to the physical
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networking layer, traffic switched in the virtual networking layer is not
visible to any security inspections without further measures. This
clearly raises the need for virtual security appliances in the telco cloud
to achieve a grade of security comparable to physical networks.

There are two different approaches for virtual security appliances
(here with the example of virtual firewalls (vFW)): the VM-based
approach and the hypervisor-based approach.
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Fig. 1. Cloud requires various firewall options

For the VM-based approach, there are two variants:

» Avirtual firewall to protect the telco application inside the same VM
(host-based firewall, see example App 1 in the VM-based Approach)

» A dedicated virtual firewall inside its own specific VM to protect
other telco VMs that do not have a firewall (see example App 2, VM-
based approach)
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The VM-based approach is by nature more flexible. Even if VMs are
moved, the protection is maintained. Each of the VM-based variants
has its pros and cons:

» While in case of the virtual host-based firewall the rules have to
be stored for every VM, the dedicated virtual firewall in its own VM
requires the storing of the rules only once.

¢ In contrast, the traffic of the virtual host-based firewall passes
the hypervisor only once, while the traffic for the dedicated virtual
firewall passes the hypervisor at least twice.

* The virtual host-based firewall is more suited to inspecting
encrypted traffic because the encryption is terminated inside
the VM.

The hypervisor-based approach is by nature less suited for the
provisioning of virtual security appliances because there is no
persistent connection between the hypervisor and the VMs, in
contrast to the flexibility of telco clouds. If a VM is moved to another
hypervisor, without further measures, the VM remains unprotected
until the new hypervisor’s virtual firewall configuration is enhanced
with the VM-specific rules.

Hypervisor vendors try to overcome these limitations by providing the
ability to create security rules based on logical constructs like security
groups, resource pools or resource clusters, avoiding the need to
provide IP addresses. As long as the VMs are spawned in the right
logical construct, these rules are applicable to all VMs running in it.

However, virtual security appliances cannot do the job alone because
they leave parts of the cloud infrastructure unprotected. Therefore,
an interworking between physical security appliances in front of the
data center and virtual security appliances inside of the telco cloud

is required. The integration of virtual and physical security appliances
under a common security management that supports the flexibility
and the mobility of telco cloud applications is imperative.

3.5 Data protection

Although parts or even the whole virtualized network are now running
in a telco cloud, i.e. a private cloud environment, the operator is still
responsible for data protection and privacy. A loss of data may result
from a successful attack on the hypervisor, enabling access to areas of
the VMs that store sensitive data.
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Data protection and privacy can be achieved by storing VM images
and databases as encrypted objects only, and with encrypted
communications. This ensures that integrity violations can be
detected, although not prevented, and that the storage contents
cannot be used even if attackers are able to access them.

3.6 Software integrity protection (SWIP)

With the virtualization of telco networks, software integrity takes on
greater significance. Although the software specific threats of cloud-
based applications are in principle equal to those of non-cloud-based
applications, the risk of infection is considered higher and therefore
SWIP-methods are expected to become increasingly important.

Software integrity comprises the whole lifecycle of virtualized telco
applications, which can be roughly divided into the supply chain,

the boot/launch and the runtime phase. Supply chain security is
achieved by software signing, enabling the customer to verify that an
original and uncompromised VM image has been delivered. Trusted
boot/launch concepts guarantee that the OS/hypervisor and the VM
images are not infected. Yet, even trusted boot/launch doesn’t say
anything about the security status of a hypervisor/VM image during
a long runtime. These threats must be mitigated by runtime integrity
protection methods. These can be state-of-the art countermeasures
like the provisioning of firewalls and IDS/IPS systems to detect
anomalies and to prevent the infection of the hypervisor or of VM
images by well-known attacks. More sophisticated runtime integrity
methods performing a live supervision of software integrity are
currently a field of research but may become applicable in the next
few years. These may, for example, comprise the monitoring and

the analysis of critical operating system components like the task
structure or the Procedure Linkage Table (PLT) / Global Object Table
(GOT), which are used for address resolution.

3.7 Infrastructure & hypervisor
hardening

Infrastructure and hypervisor hardening is another key element of
securing the virtualized environment.

This consists of many selected steps, for example:

Page 13 networks.nokia.com



NOKIA

* Disable virtual device connections - Disabling the CD-ROM,
floppy and other devices, is recommended, particularly for high
security environments.

* Disable root console access - namely for ESIx and KVM.
» Configure and control administrative access.

» Record critical logs with NTP enabled - Security best practices
dictate sending log files to a remote syslog server configured with
network time protocol

The above are just a small selection of the steps we can follow to
ensure a hardened environment is executed post deployment.

3.8 Security advantages of cloud
computing

As mentioned above, there are inherent security advantages to be
gained, especially with regard to availability and automation, through
deployment of telco clouds

The ability of clouds to rapidly launch telco applications, to scale
them up and down according to the current load situation (including
DoS attacks) and to move them potentially to other geographical
locations significantly increases their availability compared to physical
systems. Automation is a key property of clouds. If thoroughly
prepared, for example, the automated setup of virtualized networks
or the automated configuration of virtual security appliances, enables
in a first step to considerably diminish the security vulnerabilities
caused by individual faulty configuration by service or administration
personnel. In the near future we expect to employ Big Data Analytics
and Learning Machines to collect, analyze and trigger automated
security countermeasures. For more details of these concepts refer to
chapter 6 below.

4 Protecting SDN enabled networks

When transforming today’s telecommunication networks into future
networks using virtualized network functions running within telco
clouds, an additional technology may be brought into play: Software
Defined Networking (SDN). SDN comprises the separation of network
node control functions from forwarding functions and enables the
control functions of network nodes like switches, routers or gateways
to be implemented as logically centralized within a cloud. Moreover,
SDN comprises the concept of network programmability, i.e., the
centralized control functions provide interfaces that can be used by
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other software applications, also running within the cloud, to execute
control over network resources.

SDN is applicable to the cloud infrastructure itself, namely to the
networks providing connectivity between the server blades and
between the virtual machines inside data centres. In this scenario,
VNF-managers and orchestrators can access the SDN controller to
establish connectivity between VMs and VNFs, respectively.

Centralization of control and programmability can also be reasonable
for wide area networks like IP/MPLS backbones or optical transport
networks. For the subsequent security considerations, no restriction
to a specific scenario is made; instead, it is assumed that forwarding
plane elements, controllers and applications may all be geographically
separated and connected by not necessarily trusted network links,
and that several applications, not necessarily operated by the same
organization, may be involved in controlling network resources. This
reflects the reality of the evolving telco networks.

In the following, we discuss the security of SDNs according to their
characteristic properties.

471 SDN design and implementation
challenges

SDN brings new security challenges to networks, in particular when
SDN controllers are implemented in cloud environments and when
multiple, diverse applications are admitted to “program the

network”, i.e. control network resources via the controllers’
northbound interfaces. Solid authentication and authorization
concepts and a very careful, security aware design, implementation,
deployment and operation of SDN controllers are required to maintain
network security.

In the context of centralized control, secure design and
implementation is essential for SDN controllers. This applies in
particular to the northbound interface, in order to prevent malicious
applications from compromising a controller via this interface and
subsequently exerting unauthorized control over network resources.

It may also need a bespoke development to address an operator’s
specific needs as detailed in Sec 7.2.
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4.2 Separation of forwarding and
control

First of all, SDN introduces a separation of forwarding and control
and thus introduces an interface between SDN controller and SDN
switch. This interface makes the overall system more vulnerable to
attack. It could allow attacks on the integrity and confidentiality of
the controller-switch communication, DoS attacks, or attacks aiming
at gaining some control over switches and controllers by exploiting
vulnerabilities in the protocol software or the interface configuration.
However, securing such an interface is a well-known task and
suitable means are readily available, such as usage of IPsec or TLS
to cryptographically protect the legal communication and exclude all
communication faked by malicious third parties.

43 Centralized control

This separation allows logical centralization of the control aspects of
the SDN. While centralized control can contribute to unifying security
policies and thus improve the overall network security, centralized
control will also increase the impact of certain attacks, namely attacks
that succeed in crashing or compromising such central controllers.

Therefore, secure software design and implementation minimizing the

risk of vulnerabilities is essential for such controllers. As an example,
Nokia Networks uses “Design for Security”, a specific set of rules
and steps integral to its development methodology, to ensure that
security is a “built-in” feature of its products. Clearly, best practices
must be followed also during operation by the operator, for example
with respect to controlling and monitoring OAM access to central
network controllers (cf. chapter 3.3).

44 Controllers running in cloud
environments
The separation also allows implementation of controllers on virtual

machines in cloud environments. In this case, controllers will be
exposed to threats native to virtual machines and may thus be
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compromised via this environment. The techniques referenced in Sec
3 provide safeguards for the virtualized cloud environment. On the
positive side, cloud environments can help to survive DoS attacks

by dynamically allocating additional resources to controllers, as
mentioned in Sec 3.8.

45 Agile and fine granular control

SDN allows an agile and fine granular control of the flows in a network.

This facilitates the deployment of security solutions that may apply
dynamic policies to flows, such as diversion, rate limiting or blocking.
Such actions can be done by, for example, suitably controlling an
OpenFLow enabled [13] packet switch. Care must be taken that

fine granular policies do not introduce unnecessary complexity and
potential for errors into the network configuration.

46 Network programmability via the
northbound controller interface

SDN introduces the so-called northbound interface, where
applications can access SDN controllers to control the network. This
allows implementation of new security solutions that make use of the
possibility to execute central and at the same time, fine granular and
agile control over the network via an SDN controller.

Figure 2 gives a simplistic example of a security solution implemented
as an SDN application. This solution aims at providing protection
against DoS (Denial of Service) attacks. For this purpose, the
application (the Anti-DoS App) analyzes flow statistics retrieved from
SDN switches operating as ingress switches to a particular network.
By this, the Anti-DoS App detects the DoS attack by a botnet (a
coordinated set of maliciously acting computers or smartphones)
against a target, for example a WWW-server. Guided by policies, the
Anti-DoS App then blocks the malicious flows by suitably instructing
the SDN switches, mitigating the DoS attack.
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Fig. 2. Example of an SDN enabled security solution

On the other hand, the concept of possibly several different
applications, including third party applications, executing control over
a network raises a number of security issues, including authentication
of applications, authorization of requests and resolving conflicting
requests. These issues are resolvable - SDN controllers must provide
respective security functions at their northbound interfaces. This
northbound interface should also be protected using for example
“secure API” techniques, as outlined in™.

4.7 Security advantages of SDN

On the positive side, SDN may enable more flexible and efficient
deployment of security solutions, in particular, if those solutions

can be implemented as software applications making use of SDN-
controllers without relying on traditional security devices. Building on
this, SDN, in spite of some security challenges, has the potential to
make future networks more secure.
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5  Orchestrating telco cloud security

To keep pace with the automation of Telco Cloud computing as
specified by ETSINFV [12, 15], the orchestration and the management
of security must be closely aligned with the ETSI NFV architecture

as shown in Figure 3. According to the specified function split of
ETSINFV, the security orchestrator - part of the NFV orchestrator

- would be responsible for network-wide and inter-VNF security,

while the VNF Manager, enhanced by VNF-specific security functions,
would handle intra-VNF related security. The security orchestration
and management comprises virtualized security functions, located
either in the hypervisor or in the VNF application layer, as well as
physical security functions inside or in front of the datacenter. The
orchestration and management of security functions (virtualized

and physical) requires integration with and interaction between the
Security Orchestrator, the security-enhanced VNF Manager (the Nokia
Cloud Application Manager (CAM)), the umbrella Element Management
System (OSS/BSS) and the Element Management Systems (EMS). The
goal is to achieve an overall synchronized management of security
functions that provides the same grade of automation as other telco
cloud related management tasks while maintaining the flexibility that
is a prominent feature of the telco cloud.

Telco cloud security

0SS/BSS NFV
Orches-

Secure Telco Cloud trator

Infrastructure against
vulnerabilities exploits

. . 0 ~
Virtualized Security EMS R . ormaied Deployment vi
. > FCAPS
Functions to protect NFV Management s Ay Meveses

> App management

New Virtualized forms of
physical Security
Gateways

Virtualized network functions

v

Hypervisor

E

Secured
Telco Cloud

Fig. 3. End to end telco cloud security components
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According to ETSI NFV, the NFV Orchestrator provides the lifecycle
as well as the global resource management for VNF applications
running in a virtualized data centre. The Nokia Networks view is that
the NFV Orchestrator also comprises the Security Orchestrator
functionality, providing an inventory of available virtualized security
appliances including their capabilities and basic settings. The Security
Orchestrator will use this catalog of information along with network
topology information, the security requirements of the network
functions and the relationship between the network functions, to
group the functions in appropriate security zones (cf. chapter 3). It
will also instantiate security appliances and appropriately secured
connections to protect the communication between the VNFs.

To complement the orchestration of the various security functions,
the VNF Manager will be provisioned with templates for the necessary
and required security settings of the security appliances and also

for VNF specific security features. It will use these to instantiate the
resource requirements related to the Security Appliances. Templates
would typically contain security policies and zoning which will be used
when provisioning the security appliance.

As standard security best practice there should be secure
authenticated communication channels between all involved security
management entities - that is the Security Orchestrator, the VNF
Manager, the OSS/BSS and the EMS management systems - and the
virtual and physical security functions. This secure communication can
for example, be achieved by SSH connection or through the use of
secure APlIs.

In summary, ‘flexibility, automation and life cycle management of the
Telco Cloud Security’ can be achieved by integrating the orchestration
and management of virtual security functionalities with the NFV
Orchestrator, the VNF application manager and with the OSS/BSS and
Element Management Systems.
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6  Security “assurance” vision for the
transformed network architecture

The mobile broadband network is evolving and migrating to the Telco
Cloud, a trend that is well underway for enterprises large and small.
Ubiquitous deployment of clouds in the application space, personal
clouds (for consumer and 10T), and the Telco environment (wireless
access, wireline access, core, and operations & business) is envisioned,
as shown in Figure 4.

Ubiquitous usage of the cloud (telco, services, operational, personal)

Content & Apps

End User & loT Domain Business & Virtualized Core
Operational and IMS
Wireline IP (‘\) E E
Access
Networks

Heterogeneous Wireless

S O

Cloud Deployed

People, Devices, 10T, V2V " :
eople, Devices, loT, Applications & Services

Supported by Personal
Clouds

Broadband Networks deployed as Telco Cloud

Fig. 4. End to end view with ubiquitous cloud deployment and usage

Security (and privacy) needs will be common, since the threats will
either be the same or show a large overlap, mainly due to the fact that
all these environments are in the cloud, connected via IP networks.

The necessary security capabilities can only be realized and enforced
with institutionalized policies, internally and with business partners,
with hardened security products, persistent data collection and real-
time cognitive analysis and action engines.

In the mobile broadband network, security data collection would be
multi-dimensional (from devices, people networks to service entities)
and the associated cognitive engine would be part of the Business

& Operations cloud. The security practices would interact over APIs
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with other entities such as partners, vendors, service providers, and
regulators, to name a few. This is depicted in Figure 5.

Cross-industry collaboration achieves networked resilience

Ubiquitous Usage of the Cloud (Telco, Services, Operational, Personal)

External S&P
Lnfohrmanon Reporting Action
xcnange engine engine

Data collection & Service delivery and
information aggregation intervention

External Business
Partners, PDE

B Microsoft NBC
SONY Bai:':"b@.'ﬁli
ar ¢ ESrii
- rsus hto EA

t Content
I People ch o I Devices ' I Netwrok 5 I Storage §I Servers ,I AppllcatlonI onten ’I

Vomame: T NOKIA @ © @ =y
& crossbeam KaASPERSiCYE W , Juneer o L e scceriure Fi:ATINET.
12 Check Point LRSI ey Ao @ EMC CSC Fuil jiTsu <OFireEye

Secure and Privacy Infused Mobile Infrastructure

Fig. 5. Cross domain cognitive capabilities for security

Of paramount importance are proactive actions to protect from
threats and the speed of detection and associated action in reaction
to identified threats. Proactive actions include Design for Security,
using best-in-breed solutions and formulating solutions for new
and emerging threats. In order to achieve the best and most

timely response once a threat is detected, the solutions must be
multi-dimensional, cohesive and holistic, “connecting the dots”
between security and network events. An effective cohesive solution
encompasses the technological, operational and personnel aspects
of the solution, thereby integrating security with operations while
enhancing the latter.

An emerging business and operation aspect that security solutions
will require is the sharing of information on threats, breaches and
associated solutions, not only with the customers and ecosystem
partners, but with regulators and potentially with competitors.
This openness and level of cooperation and sharing is required
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since all of us are affected by cyber threats and have to support
and learn from each other to ensure that we as a community are
collectively protected.

This vision is well aligned with that outlined by the World Economic
Forum’ which advocates the key messages in the Nokia Networks’
security vision.

7/ Why Nokia Networks?

/1 Proven expertise with the
telco cloud

The Nokia Networks Telco NFV / SDN cloud incorporates security
innovations from within.

Nokia Networks hosts one of the world’s first fully operative and
dedicated Telco Cloud Security networks in our specialist data labs
in Munich, Germany. The Nokia Telco security lab is a complete end-
to-end NFV network that facilitates our cutting edge research and
development on the safeguards and design attributes required

to harden and protect a NFV / SDN based cloud. This enables

Nokia Networks to test and certify all internal and partner security
applications and procedures to ensure they protect against security
risks, while meeting the latency, quality and reliability requirements
and five nines levels of service availability.

Its security expertise allows Nokia Networks to play a key consultative

role to operators, enabling operators to formulate their own Telco
Cloud strategies by means of our extensive real world trusted
experience in mobility, cloud and Telco security. Nokia Networks

security experts have also conducted security workshops with tier-one

operators across the globe.

As referenced in Sec. 5, the orchestration of the cloud, the virtual
functions and the interaction with the EMSs are crucial. Nokia
Networks expertise in this area, particularly CAM, together with
the EMSs, supports the automated deployment of the virtualized
functions, the application specific security features and the
configuration of any secure connectivity.
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/2 Professional services

Nokia Networks partners with operators to address their key security
challenges such as how to prepare for a secure cloud, how to design
and deploy the safeguards and what is needed throughout the
transition. As part of a cohesive assessment and design process, Nokia
Networks defines the security techniques needed to meet carrier
grade performance, customizing them for the operator.

Some examples of the Nokia Networks service offering are:

The Nokia Networks Security Business Line provides consultants

on the Nokia NET goes cloud program, where we harness our
experience in Telco cloud to help formulate the Nokia Networks
internal cloud strategy for governance, architecture and safeguards.

Defining the security roadmap for the infrastructure (discrete
and virtualized), in alignment with the operator’s security policies
and postures.

Development of a migration plan from the physical network into the
virtualized environment without any compromise on security.

Design and Implementation of :
Security Zones & Traffic separation
Cloud Data Protection - Encrypted storage and secure migration

Roles, Policy and Access Management - Security minded access
control structure

Infrastructure & hypervisor hardening design - Hardening design for
the hypervisor and all management access

Defence in Depth - SDN based service chaining of security
appliances such as FWaaS, VPNaaS for isolated tenant protection.
Topology design of virtualized security appliances such as IDS/IPS,
Anti DDoS and Anti-Virus.
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Nokia Networks security services address operators’ key value drivers
such as enabling cost reduction, reducing deployment risk and
improving the efficiency of security assets.

Some advantages that Nokia Networks offers over other
integrators are:

* Solid footprint in Managed Network services and vision for
virtualized environment will lead to a better security design.

» Vast experience in Telco applications and security projects will lead
to a high quality, efficient and secure network deployment.

» Alocal delivery model with direct access to partners’ R&D will lead
to offering better support for SLAs.

Nokia Networks has successfully implemented more than 500
commercial contracts for security solutions within the last two years
in regions around the world. References range from implementing a
single security turn-key solution to the full range of analysis, design,
integration and operation of customers’ security infrastructure,
including on-site support by Nokia Networks experts.

In summary, the risk and exposure in the telco cloud are higher
(as covered in earlier chapters) and the operator will benefit from a
partner like Nokia Networks to successfully manage this transition.
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API
DDoS
DoS
ETSI
EU
FWaaS
GOT
HSS
HTTP
ICMP
IDS
IP
IPS
ISG
IPsec
MBB
MPLS
NEP
NFV
NSA
NTP
PLT
SDN
SLA
SSH
SSL
SWIP
TLS
vFW
vNF
VNF
VM
VPNaa$S
SDN
SSL
WWW
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Abbreviations

Application Programming Interface
Distributed DoS attack
Denial of Service

European Telecommunications Standards Institute

European Union

Firewall as A Service

Global Object Table

Home Subscriber Service
Hypertext Transfer Protocol
Internet Control Message Protocol
Intrusion Detection System
Internet Protocol

Intrusion Prevention System
Industry Specification Group
Internet Protocol Security (protocol suite)
Mobile Broadband Networks
Multi Path Label Switching
Network Equipment Provider
Network Function Virtualization
US National Security Agency
Network Time Protocol
Procedure Linkage Table
Software Defined Network
Service Level Agreement
Secure Shell

Secure Sockets Layer
Software Integrity Protection
Transport Layer Security
Virtual Firewall

Virtualized Network Function
Virtual Network Function
Virtual Machine

VPN as a Service

Software Defined Networking
Secure Sockets Layer

World Wide Web
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11.
12.
13.

14,

15.
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