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INntroduction

The basis for our analyses and findings shared in this report is
the information we obtain from the Nokia Deepfield portfolio.

The real-time cloud and network context provided by the
Nokia Deepfield portfolio of network intelligence, analytics
and security applications enables service providers to extract
the actionable intelligence needed to better design their
networks, react to performance anomalies and changing
traffic patterns, manage security threats, and better package
their product offerings to attract and retain subscribers.

The Nokia Deepfield portfolio enables service providers to
understand, in real time, the service delivery path from the
internet, through peering/transit, IP core and edge to access
layer - a path that can span multiple clouds, data centers,
CDNs and networks.

This visibility is the critical first step to intelligent network
automation, which will enable networks to respond
immediately to changing conditions with minimal

manual or physical intervention, lowering costs and
improving performance.

To learn more about the Nokia Deepfield solutions,
visit the Nokia Deepfield web page
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https://www.nokia.com/networks/solutions/deepfield/?did=d000000001sg&utm_campaign=snf_events19&utm_source=event-attendee-handout&utm_medium=event&utm_content=deepfield-qr-code&utm_term=deepfield
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Italy: closure of schools and universities
Italy: no public gatherings

Italy: nation-wide travel and movement restrictions
(effective lockdown)

Spain: closure of schools (Madrid and a few other cities)
Spain: closure of schools (all country)

Italy: closure of all non-essential businesses

France: first major announcement
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Netflix speed reduction starts in Europe
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Farly effects of COVID-19 lockdowns

on service provider networks:
The networks soldier on

* Unprecedented growth (in a very short time) in global Internet traffic
- Most networks see 30-45% growth over a year

- We have seen 20-40% peak increase (usually in evenings) in
impacted regions, over the last four weeks (and in a few days)

- So far - networks appear to be meeting demand, but they were designed 4
to grow that much in a year (not in days) ey i “,h||||IIWIWIII\HH‘IIII[

- Content Delivery Networks (CDN) edge and peering links seem to have
enough headroom

- Stress is mostly on the aggregation networks and service edge routers
where demand may be reaching capacity maximums

* Big questions are what are the new ‘day-to-day and ‘weekend-to-
weekend’ slopes?

* Busy hour capacity was designed to address Sunday 9 pm online
streaming, but even weekend OTT streaming peaks are now
significantly higher

» We are also seeing unprecedented growth in latency-sensitive
applications during business hours:

- 300% growth in teleconferencing apps in the US (e.g., Zoom, Skype)

- 400% growth in gaming
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With the COVID-19 pandemic, we are facing an unprecedented
situation on a global level. Entire countries are in lockdown,
and people everywhere are asked to stop or minimize

their physical (social) interactions.

Our broadband connections are becoming our lifelines - figuratively
and literally: we are using them to get news, connect to our work
environments (now all virtual), and for entertainment, too.

The wave of special emergency measures continues across countries
and continents. Let’s take a look at the first effects of this global
pandemic on network traffic. In a way, this may be a “shape of things
to come” - to all other networks.

We analyzed data from several networks in Western Europe from the
week of March 9, 2020. We looked at the traffic volumes and patterns.
While we were still in the early days of the new reality introduced with
special measures, we were able to spot some network anomalies

and trends.

Some countries in Western Europe have declared lockdown measures -
we consider “day 1” in our analysis the day the lockdown was enforced.
We also continued looking at the situation over the following weekend
the lockdown was declared - this is what we refer to as “Weekend 1”
(or Sunday 1, as the Sunday in the Weekend 1). To provide a better
comparison, we looked at day-to-day (workday and weekend days)
comparison against the previous week.
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Social media and messaging

WhatsApp
exhibited an

On “Day 1” and “Sunday 1,” we saw a significant increase in popular messaging and social I

media applications. One of the most popular, WhatsApp, exhibited an increase between IiEresse betvveen

117% to 217% during Day 1, with apparent spikes in the morning hours on the first day o) 0

of the school lockdown. It also showed 6-fold traffic (or a 500% increase) on Sunday 1. 117 /0 to 21 7 /O
Even with these spikes, the overall WhatsApp traffic (in Gbps) remained manageable in .

both cases - from the perspective of the total traffic volume in the network. durlﬂg Day T and

Day 1 and Sunday 1 of the lockdown: 5000/0
WhatsApp traffic increase over the same workday iNncrease on Sunday 1
previous week and over the previous Sunday
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Video streaming: Nettlix

On the video streaming front, the increase of Netflix traffic showed that people started
streaming earlier in the day (morning hours and early afternoon hours). While the evening
traffic volumes remained with + 20% range compared to typical values, the overall increase
of traffic during the day ranged from 97% (morning) to 27%-42% (early afternoon) and
significantly contributing to the total network traffic.

Day 1 of the lockdown (weekday):
Netflix traffic increase over the same workday previous week
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Video streaming: Nettlix

Alook at the Netflix traffic on the weekend brought much more concerning stats. Volumes
rose between 54% and 75% (in peak viewing hours), compared to the previous weekend, with
substantial contributions to the overall traffic. Knowing that weekend evenings are the peak
traffic hours for most networks, “Weekend 1” brought more stress to the network - in relative
and absolute terms (terabit range).

Weekend 1 of the lockdown:
Netflix traffic increase over the previous weekend
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Netflix weekenad
traffic volume
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54% and 75%




Total network traffic (weekday)

Day 1 brought an increase in the overall traffic anywhere between 30% (5 pm)
and 80% (9 am), with boosts between 50% and 70% for most of the day.

Weekday traffic
increased between

Day 1 of the lockdown (weekday): 50% and 70%

Total traffic increase over the same workday previous week
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Total network traffic (weekenq)

The “Weekend 1” Sunday traffic rose between 34% and 97% during the day, bringing
additional terabit-levels of traffic volumes to the network at times. While “normal”
weekends (because of a lot of online streaming and gaming) can be used as a solid
baseline and benchmark to check whether there is enough capacity to address these
peaks, it seems that “Weekend 1” additionally stress-tested the network and in a significant SU nday trafﬁc
way. The good news is that networks were able to absorb this peak without degrading the

quality of service. The bad news is that this may be a new trend. The future will tell. IﬂCt’eaSed b@tWG@ﬂ
Sunday 1 of the lockdown: 34% and 97%

Total traffic increase over the previous Sunday
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Update: March 16-22, 2020

» Continued growth of traffic

- An additional increase of 10%-20% in peak traffic over the previous
weekend, bringing cumulative increase between 30%-50% and, in
some cases, over 50% over ‘normal’ weekend peak traffic

- Most of the increase is due to streaming video (e.g., Netflix, YouTube)
 Capacity / Quality of Experience (QoE)

- Networks are handling traffic well - so far

- Significant decrease in Netflix streaming rates in Europe provided relief

- Globally, service providers are starting to see increased utilization levels
on some peering links and edge routers

* Continued unprecedented growth in latency-sensitive applications
during business hours

- 300% growth in remote conferencing in the US (e.g., Zoom, Skype)
- 400% growth in games
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After the lockdown:
Week of March 16-22, 2020 -

In our blog from March 20, 2020, we examined what happened with the network traffic right INCreas| ﬂg over
after COVID-19 lockdown (also: stay at home, or shelter-in-place) orders. We zoomed in on
Europe (EU) and looked at the “Day 1” and the “Weekend 1” traffic patterns. 400/0

Let’s take a look at the following week.

Monday March 16: A global look

Monday, March 16, brought continued traffic increases across the globe.

The relative increases - compared to a regular Monday (we chose Monday, February 3 as
the reference) - were the highest in Europe and Latin America, with some networks having
daily peak traffic increasing over 40% above their typical (Monday) peak values.

above typical
values
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Weekday traffic increases in select networks worldwide:
Monday, March 16 vs. Monday, February 3, 2020
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Sunday, March 15: A global look

Many operators use weekends, and especially Sunday prime-time hours (after 9 pm), as
the peak busy hour for which the network capacity is engineered. Let’s look at Sunday,
March 15. The operators in the US saw a moderate increase over the previous weekend’s
traffic peaks (March 8) - anywhere between 7% and 15% range. The traffic in Europe
jumped significantly, especially for operators in country lockdowns. In those environments,
regular previous Sunday peak traffic (March 8) was exceeded by over 30% or even over
40%. The situation in Latin America showed a wider distribution - from small increases

to those over 30%.
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Weekend traffic increases in select networks worldwide:
March 15 vs. March 8, 2020
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Sunday, March 15

traffic increased
by over

40%




Second weekend

after the lockdown Sunday
Sunday March 22: A global look March 22

traffic increases

Sunday, March 22, brought a different picture. Significant Sunday peak traffic increases were
recorded everywhere, with volumes in Latin America rising substantially (versus their ‘normal’
values on March 8). In some cases, we saw traffic increases exceeding 50%. bet\/\/een

Interestingly enough, the weekend/Sunday peak traffic in Europe was not as significant 0 0
as the previous weekend. Overall traffic increases over their ‘normal’ values (March 8) 20 /0 a nd 50 /0
were in the 20%-30% range. However, it turns out that a few networks (in countries affected by
lockdowns) saw overall traffic drops between 5% and 7% compared to the Sunday, March 15.
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To understand what happened, let’s look at the video streaming. A large amount of all video streaming traffic
is related to Netflix streaming, and the story of Netflix during the week of March 16 is an interesting one.
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Video streaming: Nettlix

During week 12 (W12, March 16 - March 22), Netflix reduced its streaming speeds in several | m med |ate d I’Op

in the average

countries in Europe. We noticed the immediate drop in the average bitrates (average streaming
rates) at around 20%. It also appears that, in some networks, the preparation for this move
was already taking place the weekend before.

Looking at the prime time (which for one operator is on Saturday at 11 pm), we noticed a slight bltrates at
increase in the number of Netflix streams - about 6% over the number of streams the
around

previous weekend.
Even with this increase in the number of streaming sessions, the “slowdown” of Netflix showed
a significant relief to the overall network traffic, as the total Netflix traffic dropped by 33%. 200/0
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Video streaming: Netflix

It turned out that this reduction in Netflix streaming rates was a win-win. More people
streamed their Netflix content (more sessions were active), while the overall contribution
of Netflix traffic was reduced - explaining our global snapshot for Sunday, March 22.

Change in the number of streams and overall Netflix traffic
On Saturday March 21, 11 pm vs Saturday March 14, 11 pm,
EU operator in lockdown
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After the
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network traffic
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33%




We continue to see the increases in traffic - across We will continue to monitor the global and local effects

all regions. Networks seem to be handling these of the COVID-19 pandemic on networks worldwide.
increases well, but the first signs of additional stress As mentioned previously, the basis for all our analyses
imposed on some networking domains (peering, is the information we obtain from the Nokia Deepfield
edge routing) are already there. portfolio of network insight, analytics and DDoS

security products.
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Moving on

We are witnessing the increase in traffic in both

wireless and wireline networks. However, with prolonged

times spent at our homes in the times of lockdown,

wireline networks will play an increasingly important role.

Service providers need to ensure that their internet

infrastructures are up to these new tasks-with enough

capacity and ability to deliver all services with high
performance under the increased traffic demand.

Service providers need access to real-time and granular

information about their networks, and tools that can

help them gain deep insights and correlate and visualize
data at speeds and in ways which human brains cannot.
A new generation of big data-driven network intelligence

and analytics technology such as Nokia Deepfield can
help obtain real-time, very granular (down to
application-level) accurate, multidimensional details

about the network, services, network flows, and usage
patterns. (Btw, this is the technology used to analyze all

data points used in this article).

While we will continue to monitor the global and local
effects of the COVID-19 pandemic on networks
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worldwide, it is crucial that we “keep our cool.”
The lessons we are learning and the challenges
we are facing will forever change the way we work,
communicate, and entertain. Telemedicine, for
example, will be one of the areas where these
lessons may bring the most profound changes to
how health services are accessed and delivered.

A comforting thought is we are at a safe place,
technologically speaking. With the latest technology
advances and standards, we have ubiquitous,
sophisticated connectivity-from our home networks,
across service providers’ and hyperscale realms.
The newest networking technologies are ready to
rise to the challenges brought in front of them.
However, in addition to continuing 5G and fiber
access infrastructure rollouts, we may need even
more investment in the networks (wireline, wireless,
and converged) to make them better and readier
for the future.

That will hopefully be a more normal-looking
future that everyone wants to see again.
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